Connecticut State Department of Education

Child Nutrition Programs
PROCEDURES FOR ONLINE USER IDS, PASSWORDS AND ACCESS RIGHTS

This document outlines the procedures regarding access rights to the Connecticut State Department of
Education’s (CSDE) online claiming system for the U.S. Department of Agriculture (USDA) Child
Nutrition Programs (CNP). If the claims preparer or either of the two authorized representatives
changes, the sponsor must contact the CSDE CNP office for new password and user ID information.

1. The CNP claiming system is an online (internet-based) system that includes security measures
to support adequate internal controls through segregation of duties. This concept (also known
as separation of duties) involves having more than one person involved in the completion of a
task. When adequate internal controls or segregation of duties are in place, one person is
prevented from having control over all aspects of a particular transaction, thereby minimizing
the opportunity for errors and unintended reporting.

2. The CNP claiming system segregates duties by separating the claim preparation and claim
submission processes. This means that:

e the person who enters reimbursement claim data into the system (“claim preparer”) is
unable to submit that data to the state agency (CSDE) for payment; and

e the two individuals who are authorized to submit claims for reimbursement
(““Authorized Signers”) are unable to enter or modify claim data in the system.
Authorized Signers are those individuals identified on the ED-099 Agreement for Child
Nutrition Programs between the state agency (CSDE) and the institution.

3. Each claim preparer and both Authorized Signers are provided with a unique USER ID and
PASSWORD that specifies that person’s access rights to the system as a claim preparer or claim
submitter.

4. The assigned USER IDs will remain the same as long as the individuals are affiliated with the
participating institution.

5. Assigned PASSWORDS are automatically programmed to expire every 180 calendar days.
Each user will be periodically prompted by the CNP system to create a new PASSWORD to
submit future claims for reimbursement. Users must follow the system’s instructions when
generating new PASSWORDS. The parameters for creating new PASSWORDS are listed
below.

The PASSWORD cannot be the same as the USER ID.

The PASSWORD must contain at least one (1) uppercase letter.

The PASSWORD must contain at least one (1) lowercase letter.

The PASSWORD must contain at least one (1) numeric character.

The PASSWORD must be between six (6) and twelve (12) characters long.
PASSWORDS cannot be reused.

The user’s correct e-mail address must be included in the PASSWORD reset box so that
the user can receive confirmation of the new PASSWORD.
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Users should also be aware of the following considerations:

e All USER IDs and PASSWORDS are case-sensitive and must be entered exactly to gain
access to the CNP system.

e Users will be allowed five (5) unsuccessful attempts to access the system before being
temporarily suspended (locked out). The temporary lockout period after five (5)
unsuccessful attempts due to an incorrect USER ID and/or PASSWORD is 15 minutes.
Please allow 15 minutes to elapse before attempting to regain access to the CNP system.

Under no circumstances should unique USER IDs and PASSWORDS be shared with anyone other
than the individuals for whom they have been assigned. All users are personally responsible for
safeguarding the security of their access codes and will be held accountable for any unauthorized
use.

This document is available at www.sde.ct.gov/sde/lib/sde/PDF/DEPS/Nutrition/Passwords_User_IDs.pdf.pdf.
For information on the USDA Child Nutrition Programs, visit the Connecticut State Department of Education
Child Nutrition Programs Web site.

CONNECTICUT STATE
DEPARTMENT OF EDUCATION

Connecticut State Department of Education
Bureau of Health/Nutrition, Family Services and Adult Education
25 Industrial Park Road
Middletown, CT 06457
860-807-2050

The U.S. Department of Agriculture (USDA) prohibits discrimination against its customers, employees, and applicants for
employment on the bases of race, color, national origin, age, disability, sex, gender identity, religion, reprisal and, where applicable,
political beliefs, marital status, familial or parental status, sexual orientation, or all or part of an individual's income is derived from
any public assistance program, or protected genetic information in employment or in any program or activity conducted or funded by
the Department. (Not all prohibited bases will apply to all programs and/or employment activities.)

If you wish to file a Civil Rights program complaint of discrimination, complete the USDA Program Discrimination Complaint Form,
found online at http://www.ascr.usda.gov/complaint_filing_cust.html, or at any USDA office, or call (866) 632-9992 to request the
form. You may also write a letter containing all of the information requested in the form. Send your completed complaint form or
letter to us by mail at U.S. Department of Agriculture, Director, Office of Adjudication, 1400 Independence Avenue, S.W.,
Washington, D.C. 20250-9410, by fax (202) 690-7442 or email at program.intake@usda.gov.

Individuals who are deaf, hard of hearing, or have speech disabilities and wish to file either an EEO or program complaint please
contact USDA through the Federal Relay Service at (800) 877-8339 or (800) 845-6136 (in Spanish).

Persons with disabilities who wish to file a program complaint, please see information above on how to contact us by mail directly or
by email. If you require alternative means of communication for program information (e.g., Braille, large print, audiotape, etc.)
please contact USDA's TARGET Center at (202) 720-2600 (voice and TDD).

USDA is an equal opportunity provider and employer.
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