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• What are you worried about regarding data 

privacy in Connecticut? 

• What might data do for Connecticut that you 

are excited about? 

Take a minute to discuss with your 
neighbor… 
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Why is Data Important? 
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 Provides additional support for 
children, teachers, and administrators 

 The only way to personalize education 
 Gives parents (and students) a 

window on how their child is doing in 
school 

 The engine behind every successful 
school 

How Data Is Being Used To Help 
Kids Succeed 

Credit: The Data Quality Campaign 
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 The scope and type of student data 
schools collect  

 Who is collecting and accessing 
student data/education records 

 Common Core and Assessment 
Consortia 

 Use of data collected by third parties 
 The “cloud” 

Landscape of Privacy Concerns 
 

Credit: The Data Quality Campaign 
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Hypothetical 

A parent in your school district has 
requested access to their child’s 

record. What do you do? What data is 
part of the student record? Can you 

charge the parent for the time or copy 
costs? What if the parent says 

something is wrong in the record?  
 

 

 



An Overview of the 
Student Privacy 
Landscape 
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FERPA 

 Primary student privacy law for 
years 

 Passed in 1974 in response to 
abuses, and periodically updated 
(primarily through regulations) 

 More of a parental rights statute 
than a privacy-focused statute 
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FERPA 

 Right to annual notification of FERPA 
policy 

 —Right of access to own education records 
 —Right to seek amendment/correction of 

own education records 
 —Right to confidentiality of personally 

identifiable information in own education 
records 

 —Right to file a complaint with FPCO for 
alleged violations 
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FERPA 

 Exceptions for Disclosure 
 Directory information 

 School Official 

 Studies 

 Audit or Evaluation 

 Penalty: Loss of all federal funding 
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 In January 2015, President Obama offered a 
multi-pronged strategy to protect student data 
privacy 

 There were several still-pending student data 
privacy bills introduced in Congress in 2015, 
and a FERPA re-write will likely pass in 2017 

Federal Actions 
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States Have Passed 70 Laws Since 2013  36 
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2016 State Legislative Activity 

 

116 + 73 bills 
related to 
student data 
privacy in 39 
states. 
 
22 laws passed 
in 15 states. 
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Other State Activity 

 Regulations 
 Executive 

Orders 
 Resolutions 
 Guidance 
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States Have Introduced One of Two Models 39 

States Have Passed One of Those Two Models 22 

Updated 9/6/2016 
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Unintended Consequences 
 Has been a huge problem throughout this 

debate 
 Louisiana 
 Oklahoma 
 Kansas 
 New Hampshire 

 Words matter 
 Fear-based policies 
 Privacy problems with privacy legislation 
 The need for input 
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 Governance 

 Longitudinal Data Boards 

 Disciplinary Record or Medical Record 
Provisions 

 Opt-In or Out Requirements 

 Device and social media privacy 

 Penalties (financial and criminal) 

 Audits 

 

Interesting Trends 
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Missouri Audit Criteria 

 Data Governance 
 Security Controls 
 User Accounts 
 Incident Response & Continuity 

Planning 
 Security Awareness Program 
 Vendor Monitoring 
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Training is Essential 

 Anyone who handles data should 
know how to protect those data. 

 Provisions for training appear in 
only a couple of the more than 400 
bills introduced 
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Types of Risk 

 An actual security or privacy risk 

 Risk of not being in compliance 

 Perception risk 

 

 



www.nasbe.org 

So What Do Administrators and 
Teachers Need To Know? 
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Hypothetical 

A parent in your school district was 
looking on their school’s website for 

information about how the school 
handles students with allergy medication. 

The parent finds that the school has 
accidentally posted on their school's 

webpage a list of all students with 
allergies and the medications they take. 
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Administrators Need To Know… 
 How To… 

 Create a culture of privacy 

 Ensure transparency 

 Provide oversight 
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Administrators Need To Know… 
 Depends on the district or school: 

 What supports are available? 
 How many vendors do they contract with? 
 How many ed tech products are they using? 

 Basic  internet and computer safety 
information 

 Basics of laws 
 The dangers of unintentional student data 

disclosure 
 Contract and app issues 
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Administrators Need Resources and 
Training On… 

 Data Governance and Security 

 Transparency 

 Vendor Monitoring 

 Training Teachers and Other Staff 
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Administrators Need Resources and 
Training On… 

 Data Governance and Security 

 Transparency 

 Vendor Monitoring 

 Training Teachers and Other Staff 
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• Review Your Resources 

• Identify and Seek Input from Stakeholders 

Process 
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Data Governance 



Governance as Foundation 

• Processes and systems governing data 

quality, collection, management, and 

protection 

• Formal policies defining: 

– Roles and responsibilities 

• Data access, disclosure, and use 

– Data management and monitoring 

– How data are collected, accessed, and used 



Nothing to Hide 

• Strong regulations 

• Procedures for compliance 

• Training available to all stakeholders 

• Strategy to respond to incidents 

• Personal investment 

• Respect for stakeholders 
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• Who will answer 

people’s questions?  

• Who creates policy and 

guidance? 

• Who enforces the 

policies? 

 

Select the Person(s) in Charge 

Photo Credit: Flickr user 60588258@N00 
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PTAC 

http://ptac.ed.gov/
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CoSN Privacy Toolkit, Training, and TLE 

https://www.cosn.org 

 

 

https://www.cosn.org/
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NCES Forum Guide to Education Data Privacy 

http://nces.ed.gov/pubs2016/Privacy_Guide_508_7.6.16.pdf 

 

 

http://nces.ed.gov/pubs2016/Privacy_Guide_508_7.6.16.pdf
http://nces.ed.gov/pubs2016/Privacy_Guide_508_7.6.16.pdf
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Administrators Need Resources and 
Training On… 

 Data Governance and Security 

 Transparency 

 Vendor Monitoring 

 Training Teachers and Other Staff 
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Data Wall Hypothetical 

You are a new principal in a new school and 
a parent emails you to complain that on a 
recent parent’s night they the teacher 
projected an app that showed a “wall” of 
the performance of all the students in the 
class. 

 

What are Data Walls?  

• A visual, interactive representation of data that displays 
results over a period of time to provide an “at a glance” look 
at the school’s data as a whole, for specific classrooms, and 
individual students. 

 

* textlab.io/doc/1798364/data-walls-data-rooms 
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The Importance of Transparency 
 

 

 

 

 Vital to build trust 

 If LEAs and SEAs do not take the lead in being 
transparent, legislatures will pass laws requiring 
transparency – often in ways that may be 
burdensome (and not particularly useful to parents) 

 In the absence of being transparent… 
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What Do We Mean By Transparency? 

 Explain the “who, 
what, where, why, and 
when” of data 
collection  

 Make the data easy to 
find and understand – 
the “Grandma” Test 
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Communications Toolkit 

http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-

Comms-Toolkit.pdf 

 

http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf
http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf
http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf
http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf
http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf
http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf
http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf
http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf
http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf
http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf
http://www.excelined.org/wp-content/uploads/Student-Data-Privacy-Comms-Toolkit.pdf
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What Do We Mean By Transparency? 

 Explain the “who, 
what, where, why, and 
when” of data 
collection  

 Make the data easy to 
find and understand – 
the “Grandma” Test 
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It Can (and Should) Be 
Simple… 
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Leading Districts: Denver Public Schools 

https://academictechnologymenu.dpsk12.org/studentdataprivacy.aspx
https://academictechnologymenu.dpsk12.org/studentdataprivacy.aspx
https://academictechnologymenu.dpsk12.org/studentdataprivacy.aspx
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Wisconsin’s Amazing Webpage 
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Administrators Need Resources and 
Training On… 

 Data Governance and Security 

 Transparency 

 Vendor Monitoring 

 Training Teachers and Other Staff 
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Hypothetical: Step 1 

You “Google” your child’s name online 
and find links to an online math app 

used by teachers in your child’s 
school. In addition you find student 

work and the grades of many students 
exposed.  
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Hypothetical: Step 2 

Further investigation of the app 
reveals that the company’s privacy 

policy & terms of service clearly state 
the company owns the data and they 

can do whatever they want with it. 
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Hypothetical: Step 3 

You learn that your school district has 
no process in place to vet online 

applications or any sort of 
professional development for staff 

around student data privacy.  
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• Limit data use for non-

educational purposes 

• Contract provisions for 

data use/storage 

 

Vendor Monitoring 

Photo Credit: Flickr user Brad Flickinger 
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PTAC 

http://ptac.ed.gov/sites/default/files/TOS_Guidance_Mar2016.pdf
http://ptac.ed.gov/sites/default/files/TOS_Guidance_Mar2016.pdf
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Badges and Seals and Pledges, Oh My! 

http://ptac.ed.gov/sites/default/files/TOS_Guidance_Mar2016.pdf
http://ptac.ed.gov/sites/default/files/TOS_Guidance_Mar2016.pdf
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Common Sense Media Privacy Policy 
Browser 

https://privacy.graphite.org/
https://privacy.graphite.org/
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Student Data Privacy Consortium 

https://secure2.cpsd.us/mspa/
https://secure2.cpsd.us/mspa/
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Student Data Privacy Consortium 

https://secure2.cpsd.us/mspa/ 

 

https://secure2.cpsd.us/mspa/
https://secure2.cpsd.us/mspa/
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Student Data Privacy Consortium 

https://secure2.cpsd.us/mspa/ 

 

https://secure2.cpsd.us/mspa/
https://secure2.cpsd.us/mspa/
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Student Data Privacy Consortium 

https://secure2.cpsd.us/a4l/index2.php/ 

 

https://secure2.cpsd.us/mspa/
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Other Factors to Consider 

www.nasbe.org 

• Click-Wrap Agreements 

• Defining Who Can “Sign” Contracts 

• Sub-Contractors 

• Requiring Certain Training 

• Having a “standard” set of contract 

requirements might backfire 
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Administrators Need Resources and 
Training On… 

 Data Governance and Security 

 Transparency 

 Vendor Monitoring 

 Training Teachers and Other Staff 

 
 

 

 



www.nasbe.org 

What Do Teachers Need To Know? 

 Basic internet and computer safety 
procedures 

 How to use data to help students 

 The dangers of unintentional student 
data disclosure 

 How to use apps safely 
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Wisconsin Student Privacy Training 
Webpage 

https://dpi.wi.gov/wise/data-privacy/training 

 

 

https://dpi.wi.gov/wise/data-privacy/training
https://dpi.wi.gov/wise/data-privacy/training
https://dpi.wi.gov/wise/data-privacy/training
https://dpi.wi.gov/wise/data-privacy/training
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Wisconsin Student Privacy Training Module 

https://dpi.wi.gov/wise/data-privacy/training 

 

 

https://dpi.wi.gov/wise/data-privacy/training
https://dpi.wi.gov/wise/data-privacy/training
https://dpi.wi.gov/wise/data-privacy/training
https://dpi.wi.gov/wise/data-privacy/training
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Wisconsin Student Privacy Training Module 

https://dpi.wi.gov/wise/data-privacy/training 

 

 

https://dpi.wi.gov/wise/data-privacy/training
https://dpi.wi.gov/wise/data-privacy/training
https://dpi.wi.gov/wise/data-privacy/training
https://dpi.wi.gov/wise/data-privacy/training
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Ask Before You App 

http://www.f3law.com/resources.php?id=155&rs_id=69 

 

 

http://www.f3law.com/resources.php?id=155&rs_id=69
http://www.f3law.com/resources.php?id=155&rs_id=69
http://www.f3law.com/resources.php?id=155&rs_id=69
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New Educator’s Guide to Student Privacy 

https://ferpasherpa.org/wp-

content/uploads/2016/05/EduGuide_DataPrivacy_516.pdf 

 

https://ferpasherpa.org/wp-content/uploads/2016/05/EduGuide_DataPrivacy_516.pdf
https://ferpasherpa.org/wp-content/uploads/2016/05/EduGuide_DataPrivacy_516.pdf
https://ferpasherpa.org/wp-content/uploads/2016/05/EduGuide_DataPrivacy_516.pdf
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Privacy Courses for Teachers 

http://ikeepsafe.org/privacyeducation/ 

 

 

http://ikeepsafe.org/privacyeducation/
http://ikeepsafe.org/privacyeducation/
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Learning Through Teaching 

http://blogs.harvard.edu/youthandmediaalpha/files/2016/03/DLT-

Curriculum-Introductory-Materials.pdf 

 

 

http://blogs.harvard.edu/youthandmediaalpha/files/2016/03/DLT-Curriculum-Introductory-Materials.pdf
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http://blogs.harvard.edu/youthandmediaalpha/files/2016/03/DLT-Curriculum-Introductory-Materials.pdf
http://blogs.harvard.edu/youthandmediaalpha/files/2016/03/DLT-Curriculum-Introductory-Materials.pdf
http://blogs.harvard.edu/youthandmediaalpha/files/2016/03/DLT-Curriculum-Introductory-Materials.pdf
http://blogs.harvard.edu/youthandmediaalpha/files/2016/03/DLT-Curriculum-Introductory-Materials.pdf
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Learning Through Teaching 

http://dlrp.berkman.harvard.edu/About 

 

 

http://dlrp.berkman.harvard.edu/About
http://dlrp.berkman.harvard.edu/About
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Learning Through Teaching 

https://www.fordham.edu/info/24071/privacy_education/ 

 

 

 

https://www.fordham.edu/info/24071/privacy_education/
https://www.fordham.edu/info/24071/privacy_education/
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NASBE Data Privacy Resources 
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What other resources do you feel 
you need? 
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QUESTIONS OR WANT MORE 
INFO? 

Amelia Vance 
Director of Education Data & Technology 

Amelia.Vance@nasbe.org 
@ameliaivance 

 

 
 

http://tinyurl.com/nasbesdpresources 

http://tinyurl.com/nasbesdpresources

